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Sertifikaciono telo PoSte

Preuzimanje i instalisanje sertifikata ROOT CA servera

Naslov dokumenta: Sertifikacionog tela PoSte u Microsoft Internet Explorer

Verzija: 1.4
Datum: 12.8.2010.
Autor: Administratori Sertifikacionog tela Poste

Da bi komunikacioni programi mogli da veruju sertifikatima koje je izdalo Sertifikaciono telo
Poste, da bi moglo da se izvrsi uspeSno verifikovanje elektronskog potpisa kojeg je formirao
korisnik kome je sertifikat izdalo Sertifikaciono telo Poste i da bi moglo da se pristupi Web
serveru sa instalisanim SSL serverskim sertifikatom Sertifikacionog tela Poste bez pojavljivanja
forme Security Alert sa upozorenjem, neophodno je u skladiste sertifikata Microsoft Internet
Explorer-a instalisati sertifikat ROOT CA servera Sertifikacionog tela Poste ("Posta CA Root").

Za preuzimanje i instalisanje sertifikata ROOT CA servera Sertifikacionog tela Poste,
neophodno je na racunaru imati instalisan Microsoft Internet Explorer 5.0 ili noviji.

Adresa na kojoj se nalazi sertifikat ROOT CA servera Sertifikacionog tela Poste ("Posta CA
Root") je (slika 1.):

http://www.ca.posta.rs/ca-sertifikati/PostaCARoot.der

Na slici 1. je prikazana forma File Download - Security Warning koja se pojavljuje posle
upisivanja gore navedene adrese u polje Address Internet Explorer-a. Na formi File Download -
Security Warning sa slike 1. potrebno je pritisnuti dugme Open.

; about:blank - Microsoft Internet Explorer =10] =l
File Edit ‘“iew Favorites Tools  Help | .#
W - ! . -
&) Eack. = 'J i \ﬂ \ELI _l\| 7 ) search &;:ﬁ Favorites %3 [ g |5 i | ,l -
Address @] http: /v, ca.posta.rs/ca-sertifikati/PostaCAR oot der j =1 Go
File Download - Security Warning x| ﬂ
Do you want to open or save this file?
-l Marme; PostaCARook.cer
o Tupe: Security Certificate, 1,78 KB
From: www.ca,posta.rs
Save Cancel
While filez from the ntermet can be wzeful, thiz file tipe can
g potentially harm your computer. [F pou do not trust the source, do not j
open or gave thiz software. What's the risk?
’E| Lernet e

Slika 1. Forma za otvaranje i snimanje datoteke PostaCARoot.cer sertifikata ROOT CA servera
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Na Windows Vista i Windows 7 racunarima pojavic¢e se forma Internet Explorer Security na
kojoj treba pritisnuti dugme Allow, kao S$to je prikazano na slici 2.

Imtmrmet Evplorar Sacurity ==

) A website wants to open web content using this
“~"  program on your computer

Triz orogram will poen outsice of Priveches mode, roemet Explrer's
-l Trpch e preerl vour corstuler . 1 vou o Nt st e
websibe, oo not open the progrem

|| Lrypis Shell Exlenmcen
- Pushiber:  Meerowolt Windows

[Du3 rvt shass e tha wawrning for this prograe apan

= Tetmin

Slika 2. Forma Internet Explorer Security (Windows Vista i Windows 7)

Zatim ¢e se pojaviti forma Certificate (slika 3.) na kojoj su prikazani podaci o setifikatu ROOT
CA servera Sertifikacionog tela Poste ("Posta CA Root"). Potrebno je pritisnuti dugme Install
Certificate..., kao $to je prikazano na slici 3.

General | petails | Certiication Path |

A
E%- Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Authorities store.

Issued to: Posta CA Rook

Issued by: Posta CA Root

valid from 20/10/2008 to 20/10/2025

Install Certificate, _‘! Issuer Staktement |

L

Slika 3. Sertifikat ROOT CA servera Sertifikacionog tela Poste, kartica General
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Zatim ¢e se pojaviti forma Certificate Import Wizard (slika 4.). Taj Wizard vodi korisnika kroz
proces instalisanja sertifikata ROOT CA servera Sertifikacionog tela Poste u skladiste sertifikata
Microsoft Internet Explorer-a. Za nastavak treba pritisnuti dugme Next.

Certificate Import Wizard N x|

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, cerkificate krusk
lisks, and certificate revocation lists From your disk to a
certificate skore,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains infFarmation
used to prokect dakta or to establish secure network
connections. & certificate store is the swskem area where
certificates are kept,

To continue, click Mesxk,

Zancel |

Slika 4. Forma Certificate Import Wizard
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Zatim ¢e se pojaviti forma (slika 5.) na kojoj treba izabrati skladiste sertifikata Microsoft Internet
Explorer-a u koje ¢e biti instalisan sertifikat ROOT CA servera Sertifikacionog tela Poste. Kod
Windows 2000 i XP ra¢unara moguce je prihvatiti prvu opciju koja je po default-u selektovana
(slika 5.), dok je kod Windows Vista 1 Windows 7 racunara neophodno selektovati drugu opciju,
pritisnuti dugme Browse, selektovati Trusted Root Certification Authorities i pritisnuti dugme
OK (slika 6.). Za nastavak treba pritisnuti dugme Next (slika 5. ili 6.).

Certificate Inport ®izard [ ES|

Certificate Store
Cartificste shores are sypstam sress whers certificstes sre lept,

Wirdowes can sutomaticslly ssbact 5 certificsts shors, or wou can specify & lncstion for
" mobomaticaly sebect the certificate stone based on the bvpe of certficate
1™ Plece =l oahcstes in e folloemng shors

L Cancel |

Slika 5. Forma za izbor skladista sertifikata Internet Explorer-a (Windows 2000 i XP)

Certficate Import Wizard facs

Certificate Sone
Cortfcaly stones ang Fysblm Sngas winene carifcabes ang ept.

Vindows can sutomasoaly select o cerficaie stone, or you can speafy e locston for
the cerificass,

Autainatoally selech B cuficals flone Daged o B Oype of cerlificate

& Place ol certificates in e fodowing shore

Select Certdficste Store ==

BroewEa. ..
Calart the certificase siore vou wans to Lz L

| Erferprins Tuss
| Inbermesiisée Cartfication Authonties

| Trusbed Pubishes
L= i e bt e B
L ] m F

Show phrpsical stores

Srg] (] ) e

Slika 6. Forma za izbor skladista sertifikata Internet Explorer-a (Windows Vista 1 Windows 7)
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Zatim ¢e se pojaviti forma (slika 7.) koja prikazuje izabrano skladiste sertifikata Microsoft
Internet Explorer-a. Za nastavak treba pritisnuti dugme Finish.

x|

Certificate Import YWizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following setkings:

Certificate Store Selected  Automatically determined by ¢
Conkent Certificate
Jd | i

Slika 7. Forma sa prikazom izabranog skladista sertifikata Internet Explorer-a

Zatim se pojavljuje forma (slika 8.) sa podacima o sertifikatu ROOT CA servera Sertifikacionog
tela Poste. Za nastavak treba pritisnuti dugme Yes, samo ukoliko je Thumbprint (shal) vrednost
"D6BF7994 F42BESFA 29DA0BD7 587B591F 47A44F22", kao $to je prikazano na slici 8.

Security Warning X . i} .:5.1

',"_-. You are about ko inskall a certificate From a certification authaority (CAY claiming ko represent:
*

Posta Ca Rook

©Windows cannot walidate that the certificate is actually From "Posta CA Root”, ou should confirm its origin by
contacting "Posta A Root”, The Following number will assisk wou in this process:

Thumbprint £shal): DEBF7394 F42BESFA 29DA0EDT S87ES91F 47A44F22
\Warning:
If wou install Ehis root certificate, Windows will aukomatically trusk any certificate issued by this Ca, Installing a

certificate with an unconfirmed thumbprint is a security risk, IF you click "Yes" you acknowledae this risk,

Do wiou wank boinstall this cerkificatey

Slika 8. Forma sa podacima o sertifikatu ROOT CA servera Sertifikacionog tela Poste
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Instalisanje sertifikata ROOT CA servera Sertifikacionog tela PoSte u skladiste sertifikata
Microsoft Internet Explorer-a je tada zavrSeno i pojavice se zavr$na forma Certificate Import
Wizard kao potvrda uspesnog instalisanja sertifikata (slika 9.). Potrebno je pritisnuti dugme OK
na formi sa slike 9.

Certificate Import Wizard x|

Hl“) The impark was successFul,

Slika 9. Poruka da je uspesno izvrSeno instalisanje sertifikata ROOT CA servera
Sertifikacionog tela Poste u skladiSte sertifikata Internet Explorer-a

Na kraju, potrebno je zatvoriti formu Certificate pritiskom na dugme OK, kao $to je prikazano na
slici 10.

General | petails | Certiication Path |

A
E%- Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Posta CA Rook

Issued by: Posta CA Root

valid from 20/10/2008 to 20/10/2025

Install Certificate... | Issuer Statement |

Slika 10. Sertifikat ROOT CA servera Sertifikacionog tela Poste, kartica General
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Posle izvrSenog instalisanja setifikata ROOT CA servera Sertifikacionog tela PoSte u skladiste
sertifikata Microsoft Internet Explorer-a, moguce je pogledati instalisan sertifikat. Najpre je
potrebno u Microsoft Internet Explorer-u sa menija Tools izabrati opciju Internet Options..., kao
Sto je prikazano na slici 11.

2} about:blank - Microsoft Internet Explorer - 10| x|
Fle Edit ‘View Favorites | Tools  Help 0"

) . Mail and Mews r = o — B
| ; ) ] - |2 ‘3‘ [t | ' 1 |
\_./‘I Baick a_.-"l \ﬂ L. Fop-up Blocker » { | i T /

Address |i http:/fwen,ca,post  Manage Add-ons... j Go
Synchronize. .. J
e

Windows Update

Windows Messenger
Diagnose Conneckion Problems. ..

Internet Cplions...

s Bk

Enables wou to change settings.

Slika 11. Internet Explorer, meni Tools, opcija Internet Options...

Zatim je potrebno na formi Internet Options izabrati karticu Content, a posle toga pritisnuti
dugme Certificates..., kao $to je prikazano na slici 12.

Generall SEcurit_l,II Privacy Content |Eu:unneu:tiu:uns| F'ru:ugramsl .-’-'-.dvanu:edl

— Content Advizar

F atings help pou contral the Internet content that can be
@' wigwed on this compter.

Enable... | Settings... |
— Certificates
% Ilze certificates to positively identify vourzelf, certification
@l authorities, and publishers.
Clear S5L State | || Certificates.. Publishers,.. |

— Perzonal information
n  AutoComplete stores previouz enties AutoComplete. .
E-f and suggests matches for you,

Microzoft Profile Azziztant stores pour by Profile...
perzonal information.

4

0k | Cancel | F ] 1] |

Slika 12. Internet Explorer, forma Internet Options, kartica Content, dugme Certificates...
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Instalisan setifikat ROOT CA servera Sertifikacionog tela Poste ("Posta CA Root") treba da se
nalazi u skladistu sertifikata ROOT sertifikacionih tela kojima Microsoft Internet Explorer veruje
tj. u okviru kartice Trusted Root Certification Authorities, kao §to je prikazano na slici 13.

Intended purpose: I-::.ﬁ.ll:b j

Intermediate Certification Authorities  Trusted oot Certification Authorities | Trusted Publ 4 I L I

Issued To | Issued By I Excpiration Dake | Friendly Marme :l
Ednetlock Expressz (... MetLock Expressz (Cla.,, 20/02/2019 MetLock Express,
Edretlock kozjegyzoi,.. Metlock Kozjegyeoi (C... 20/02/2019 MetLock Kaziegy.
EnetLack Uzleti (Clas... MetLock Uzleti (Class ... 20/02/2019 Metlock Uzleti {C
NO LIABILITY &ZC... MO LIABILITY ACCEP...  03/01/2004 VeriSign Time St .

== Posta CA Rook Posta CA Rook 20/10/2025 <More:=

F"TT Posk Roak CA PTT Post Rook CA ZEM06/2019 keywMail PTT Post
Elsaunalahden Serve... Saunalahden Serveri C4 ZEM06/2019 Saunalahden Ser
[Elsaunalahden Serve... Saunalahden Serveri CA ZE/06/2019 Saunalahden Ser =
el — P P —- - —_ e e L L a I I -

1| i B

Import. .. | Export... Remove Advanced... |

Certificate intended purposes

<all=

View |

Slika 13. Internet Explorer, forma Certificates, kartica Trusted Root Certification Authorities
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