Annex – Specification of IT resources


SPECIFICATION OF IT RESOURCES
Pursuant to the Decision on Minimum Information System Management Standards for Financial Institutions (RS Official Gazette, Nos 23/2013 and 113/2013), the bank is required to establish an adequate information system, in accordance with the volume and complexity of its operations. Information system means a comprehensive set of technological infrastructure (hardware and software components), organisation, people and procedures for collecting, processing, storing, transferring, presenting and using data and information.

To evaluate information system adequacy, a specification of IT resources is submitted, which includes software components, hardware components and information assets. The provided equipment should enable smooth conduct of operations of the bank in line with its proposed business policy and strategy and access to all data and information relevant for the exercise of the NBS’s supervisory function.
Specification of IT resources must contain the following elements:

1) Specification of equipment which includes:

- Disk storage systems;

- Servers containing information on their role and the operating system;
- Network equipment (firewall, routers, switches);

- Workstations;

- Application software.
2) Description of the data centre which includes:
- Electricity supply systems (generator, UPS);

- Heating and air-conditioning systems;
- Fire protection and fire detection systems;
- Access control systems.
3) Data on communication links;

4) Description of application solutions with accompanying licences;

5) Description of the centralised account/user rights management system;

6) Description of the backup management system;

7) Description of the information system protection against malware and other threats.
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